[image: ][image: ][image: ]Editable Resource Disclaimer: This resource is editable and can be adapted to meet the needs of different learners. Twinkl cannot be held responsible for any changes made once a resource has been downloaded. Please be aware that this content may have been edited and therefore may no longer reflect our values.
External Links Disclaimer: This resource contains links to external websites and/or external apps. Please be aware that the inclusion of any link in this resource should not be taken as an endorsement of any kind by Twinkl of the linked website and/or app, or any association with its operators. You should also be aware that we have no control over the availability of the linked pages and/or apps. If the link is not working, please let us know by contacting TwinklCares and we will try to fix it although we can assume no responsibility if this is the case. We are not responsible for the content of external sites and/or external apps.
Digital and Online Safety Disclaimer: Children should be shown how to use the Internet safely and responsibly. Children should be consistently reminded of the SMART rules for online safety. Devices should be used in a public area with screens visible at all times.

Digital Sparks Curriculum Overview: Online Safety
The Education for a Connected World framework is a tool created by the Department for Education, intended to provide guidance for anyone working to support children to live knowledgeably, responsibly and safely in a digital world.
The framework is divided into eight key aspects of online safety education:
Aligned with the Education for a Connected World framework, Digital Sparks aims to teach children how to be safe, responsible and confident online.
This document outlines objective coverage across Digital Sparks. Not all of the objectives are covered within the suggested age group. This approach was taken to ensure that objectives are aligned with the most relevant unit content. A key is used to indicate whether the objective is covered within the Cyber Smart online safety starter or within the main content of the unit.
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Online Relationships
I can recognise some ways in which the Internet can be used to communicate.

I can give examples of when I should ask permission to do something online and explain why this
is important.

I can give examples of how someone might use technology to communicate with others they don’t
also know offline and explain why this might be risky. (e.g. email, online gaming, a
pen-pal in another school / country).
I can give examples of how I (might) use technology to communicate with people I know.

I can use the Internet with adult support to communicate with people I know
(e.g. video call apps or services).

I can explain who I should ask before sharing things about myself or others online.

I can explain why it is important to be considerate and kind
to people online and to respect their choices.

Programming 1
Artificial Intelligence 1
Creating Media 2
Programming 1




Digital Citizenship 1


Digital Citizenship 1
Digital Citizenship 2
Digital Citizenship 2
Self-Image and Identity
I can recognise, online or offline, that anyone can say ‘no’ / ‘please stop’ / ‘I’ll tell’ / ‘I’ll ask’ to somebody who makes them feel sad, uncomfortable, embarrassed or upset.

I can recognise that there may be people online who could make someone feel sad, embarrassed or upset.

I can explain how other people may look and act differently online and offline.

If something happens that makes me feel sad, worried,
uncomfortable or frightened I can give examples of when and how to speak to an adult I can trust and how they can help.

I can give examples of issues online that might make someone feel sad, worried, uncomfortable or frightened; I can give examples of how they might get help.

Artificial Intelligence 1
Digital Foundations 2
Programming 1

Creating Media 2
Data and Information 1
Digital Foundations 1
Programming 1
Creating Media 2
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Online Relationships
Online Bullying
I can describe ways that some people can be unkind online.

I can describe how to behave online in ways that do not upset others and can give examples.
I can explain what bullying is, how people may bully others and how bullying can make someone feel.
I can offer examples of how this can make others feel.

I can explain why anyone who experiences bullying is not to blame.

I can talk about how anyone experiencing bullying can get help.

Artificial Intelligence 1
Programming 1

Digital Foundations 1
Digital Foundations 2
Physical Computing 1
Physical Computing 1

Programming 1

Physical Computing 1

Physical Computing 1


Digital Citizenship 2
Digital Citizenship 2

Digital Citizenship 2
Digital Citizenship 2
Online Reputation
I can identify ways that I can put information on the Internet.

I can recognise that information can stay online and could be copied.

I can explain how information put online about someone can last for a
long time.
I can describe what information I should not put online without asking a trusted adult first.
I can describe how anyone’s online information could be seen by others.

I know who to talk to if something has been put online without consent or if it is incorrect.
Programming 2



Digital Foundations 1
Digital Foundations 2



Digital Citizenship 2
Digital Citizenship 2
Digital Citizenship 1
Digital Citizenship 2
Digital Citizenship 2
I can describe different ways to ask for, give, or deny my permission online and can identify who can help me if I am not sure.

I can explain why things one person finds funny or sad online may not always be seen in the same way
by others.

I can explain why I have a right to say ‘no’ or ‘I will
have to ask someone’. I can explain who can help me if I feel under pressure to agree to something I am unsure about or don’t want to do.

I can identify who can help me if something happens online without my consent.

I can explain how it may make others feel if I do not ask their permission or ignore their answers before sharing something about them online.

I can explain why I should always ask a trusted adult before clicking ‘yes’, ‘agree’ or ‘accept’ online.

Data and Information 1

Data and Information 1




Digital Citizenship 2

Digital Citizenship 2
Digital Citizenship 2
Digital Citizenship 2
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Managing Online Information
Health, Wellbeing and Lifestyle
I can identify rules that help keep us safe and healthy in and beyond the home when using technology.

I can explain rules to keep myself safe when using technology both in and beyond the home.

I can explain simple guidance for using technology in different environments and settings e.g. accessing online technologies in public places and the
home environment.

I can give some simple examples of these rules.

I can say how those rules / guides can help anyone accessing
online technologies.

Computer Systems and Networks 1

Computer Systems and Networks 1 Computer Systems and Networks 2
Programming 2

Computer Systems and Networks 1

Programming 2

I can talk about how to use the Internet as a way of finding information online.

I can give simple examples of how to find information using digital technologies, e.g. search engines, voice activated searching).

I can use simple keywords in search engines.

I can identify devices I could use to access information on the Internet.

I know / understand that we can encounter a range of things online including things we like and don’t like as well as things which are real or make believe / a joke.
Creating Media 1


Data and Information 1
Computer Systems and Networks 1

Digital Citizenship 1
Computer Systems and Networks 2


I can demonstrate how to navigate a simple webpage to get to information I need (e.g. home, forward, back buttons; links, tabs and sections).
I know how to get help from a trusted adult if we see content that makes us feel sad, uncomfortable, worried or frightened.

I can explain what voice activated searching is and how it might be used, and know it is not a real person (e.g. Alexa, Google
Now, Siri).
I can explain the difference between things that are imaginary, ‘made up’ or ‘make believe’ and things that are ‘true’ or ‘real’.

I can explain why some information I find online may not be real or true.

Creating Media 2

Computer Systems and Networks 1 Computer Systems and Networks 2
Computer Systems and Networks 2

Computer Systems and Networks 2

Artificial Intelligence 1
Computer Systems and Networks 2

Digital Citizenship 1
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Privacy and Security
Copyright and Ownership
I know that work I create belongs to me.

I can explain why work I create using technology belongs to me.
I can recognise that content on the Internet may belong to other people.
I can name my work so that others know it belongs to me.
Creating Media 1

Digital Foundations 1
Digital Foundations 2
Creating Media 1
Programming 2
Creating Media 1



Creating Media 2

I can say why it belongs to me (e.g. ‘I designed it’ or ‘I filmed it’’).

I can describe why other people’s work belongs to them.

I can save my work under a suitable title / name so that others know it belongs to me (e.g. filename, name on content).
I understand that work created by others does not belong to me even if I save a copy.

Digital Foundations 1
Digital Foundations 2
Creating Media 1
Programming 2

Digital Foundations 2


Creating Media 2

Creating Media 2	Digital Foundations 2
Digital Foundations 1
Creating Media 2

I can identify some simple examples of my personal information (e.g. name, address, birthday, age, location).

I can describe who would be trustworthy to share this information with; I can explain why they are trusted.

I can explain that passwords are used to protect information, accounts and devices.

I can explain how passwords can be used to protect information, accounts and devices.

I can recognise more detailed examples of information that is personal to someone (e.g. where someone lives and goes to school, family names).
Creating Media 1

Creating Media 1

Digital Foundations 1
Digital Foundations 2

Digital Foundations 1

Digital Citizenship 1

Digital Citizenship 1
Digital Citizenship 2
Digital Citizenship 1
I can explain and give examples of what is meant by ‘private’ and ‘keeping things private’.

I can explain why it is important to always ask a trusted adult before sharing any personal information online, belonging to myself or others.
I can describe and explain some rules for keeping personal
information private (e.g. creating and protecting passwords).
I can explain how some people may have devices in their homes connected to the Internet and give examples (e.g. lights, fridges, toys, televisions).

Programming 2


Data and Information 1

Digital Citizenship 1
Digital Citizenship 2
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